
Sffn..,,,
3axnrcqenue o coorBercrBuH cHcreMbr 3arqrTbl nepcoHanbHbrx AaHHbrx

rpe6oeanusru Ns1 52-tD3 <O nepconanbHbrx AaHHblxD

OOO <Kapa Cex>
TeflF. QaMilnhF. hMq, orqecrBo uHAilBilAyanbHoro npeAnpuHuMarenfi, npuHgBUJhx AeKnapaL{trto o

(a4pec, rene$ou, Qaxc)
fl tar]eHern OCT3K Ha AenrenbHocrb no rexHtar{ecrofi eaulure xouSuAexquanuHori uHSopruar]rafi Ns3099 or 22 aoa1pa 2016

B nHqe reHepanuHoro Auperropa heaHoea AnexcaHApa lOpuearaqa
(OaMunus, r4Ms, orqecrBo pyKoBoAureng opraHu3aqu[, or [MeHu Koropofr npuHuMaercn 4exnapaqun)

3aflBngeT, L{TO B pe3yrrbTaTe npoBeAeHHoro ayAuTa cucTeMbr 3aqHTbl
nepcoHanbHbrx AaHHbrx HGflfln <flnarQoprvra Data Residency-as-a-Service) B orHoueHHlr Cepeucoe,
nponr4caHHux e flpunoxennu 1,

(Hanuenoeanue, run, Map(a npoAy(quu, Ha Koropyro pacnpocrpaHrerce AexnapaLl4r, KoA OK 005-93 u (unu) TH BeA CHf)
pa3Meu.leHHbrx B qO.Q cepBilc-npoaailgepa OOO <fin4exc.O6flaKo), Ha MoMeHr npoBeAeHilfl oqeHKil
coorBercrBua6unn BbrnonHeHbr ace xeo6xoA14Mbre Mepbr AflF nefrrpanusaLlr414 aKTyanbHbrx yrpo3 6egonacuocru
I-lIn.

l1o pesynuraraM MoAenilpoBaHrrl yrpo3, BbrnoflHeHHbrx B era4e Qoprvran[3oBaHHofi oUeHxr pucroa, 6urnr
npu3HaHbr aKryanbHbrMil yrpo3br TpeTbero ltAna v HeaKTyanbHbrMu yrpo3br nepBoro m BToporo Tilna.
VcraHoeneHo coorBercraue 14Cl-1!n <[lnar$opnla Data Residency-as-a-Service>> rpe6oaaxrRu:
1. Ns152-O3 (O Hbrx AaHHbtx)) or 27 ntonn 2006 r.
2. <Tpe6oeanun K 3arqure ne AaHHbrx np14 Hx oopaoorKe B Hbrx
c[creMax nepcoHanbHbrx AaHHbrxD, yrBepxgeHHbre [locraHogneHtaeM l'lpaenrenucrea Poccuficxofi
tDegepaquu Ne 1119 or01.11.2012r.
3, <<Cocrae H TexHhqecKhx 14 no o6ecneqeHu rc 6esonacHocrn

bHbrx AaHHbrx vtx qHoHHbtx Gl4GTeMaX oHanbHblx AaHHblx)),
Hb!1,1 or 18.02.2013 r.

(O603HaqeHIe HoptuarilBHbtx Ao(yMeHToa, coorBercrBt4e KoropbtM noATBepl14eHo 4exnapaqreri c yKa3aHueM nyHKToB, coAepxau.ltrx npo4yxqru)

a rapKe e ilCn,qH o6ecne.{ilaaercn:1-fi ypoBeHb 3aqrqeHHocrra flfin.
Kparxoe onucaHfie 3al4ilTHbrx Mep, ilcnonHeHue Koropbrx no3Boflr4T BbrnonHhrb rpe6oaaHrn 3aKoHoAarenbcrBa
PO x nepaoMy ypoBHlo 3aqilqeHHocrla nepcoHanbHbrx AaHHbrx e l/Cl1r[n <l1nar$oprua Data Residency-as-a-
Service> npueeAeHo B np[noxeHilil 2.
Cxerua AeKnapilpoBaHug coorBercrBVA Ha ocHoBaH!rh co6creexHblx AoKa3arerbcrB
B [4xxa [4xx n bte 14 TexHHr{ecKHe , 06ecneq rBalol.tlue coorBercrBHe

Data ) TpeOoBaH14sM
Ne1 (O nepcoHanbHblx AaHHbrx) h ero no43aKoHHbtx aKToB.

lara no4nrcaHVA 06.08.2021

TeHepaflbHbrr,r 4uperrop ooo <Kap4 cex>, lzlaaHoB A.[o

(r1HrLlff anbr, Qauunur)



S,Trfl,.*,
Ilpunoxenne 1. Cnucox cepBhcoe a o6nacrn ayEura cucreMbr 3alqlrrbl l4CIlEn
<llnarQopua Data Res idency-as-a-Service>

1. REST API and Software Development Kit (SDK)
2. Border
3. Data Residency for Salesforce



S8rrn,*,
f'lpnnoxenue 2. Or{exKa peanH3aqrara rpe6oeaxuri no 3aul[Te nepcoHanbHbrx AaHHbrx

ylcToqHgrK

rpe6oaaHrq
GoAepxaHlre Mep no ooecneqeHlrrc

6egonacnocrr4 nepcoHanbHbrx Aa HHblx
3aqurHbre Mepbr, Koropbre BbrnonHcloTcn AnR Aocrr4xeHu,

Y3-1 e hCflEx

t/Ao.1 lul4eurutSrxaqrr u ayreurn$vrr.aqt/e
nonusogareneti, flBnnoLtlvtxcF
pa6orrrraur oneparopa

l4Aerrn$uraqv+ u ayre+rv$uraqus nonb3oBarerera e t4Cllll
ocyulecrBneerce no nape noruu/naponu. Ocyr.rlecrannercn
npoBepKa noAnuHHOCTI4 npra nOrVOultt MFA.

Ha ypoer-re nnarSoprr,rsr Br/pryanh3aquu - BbrnonHrercs OOO
<fl u4exc.O6naxo>.

IAAA.2 [4genru$uraqun n ayreHru$uKaLlilF
ycrpoicta, B ToM qilcne craLlhoHapHbtx,
nao6ununutx u noprarilBHbtx

Ha ypoBHe $ueuvecroro o6opy4oeaumn nnar$opwrur
Bilpryanu3aLlu14 - BbrnorHeercc OOO <fl H4erc.O6naro>.

t/Ao.3 Ynpaererue u4eHrn$nxaropaMU, B ToM
Lil4ore CO3AaHhe, npUCBOeHUe,
yH r/LrroxeHue u4erruSuxaropoa

llopr4or ynpaBneHuq yqerHbrMu 3anilcqM14 nonugoaarenei
ycraHoBneH AoKyMeHroM <lnCountry ldentity & Access
Management Standard>.

Cos4aure, npilcBoeHile h yHr/r.rroxeHu4e yqerHbrx 3anvceh
norlb3oBareneti ocytqecrBflFercl Ha ocHoBaHnn
cooTBeTcrBylou.lt4x 3a q Bo K.

Bcev noflb3oBarenFNt nphcBatlBaorcg yHrlKanbHbte

u4errn$mxaropur. Yvdruure 3ant/ct/ nonb3oBarerer,r, K KoropbrM
6onuure ne rpe6yercr Aocryn, orKnrcqarcTcl t/fivyqar$rcrc+.

lzlcnonusyrcrcg BcrpoeHHbre MexaHu3rvrbr OC r npurna4Horo llO.

Ha ypoene nnarQoprrrsr Bupryan/3allur4 - BbrnorHrercq OOO
< F r4exc.O6raro>.

IAAO,4 Ynpaeneuure cpe4crBaMil
ayreurr$rraq/r, B Tor\r qt4cne xpaHeHLle,
BbrAaqa, t Hlt.],nanvgaqt/n, 6norupoeaxue
cpeAcrB ayrexruQrraqrr tl nptAt+rt e
Mep B cnyqae yrparbr u (unu)
KOMnpONreTaLlnil cpeAcTB
ayreurr$rraquu

Ynpaarerue cpeAcrBaNllu ayreuru$uraqhr ocyqecrBreercq B

coorBercrBr/r,,r c AoKyMeHra[ru <lnCountry ldentity & Access
Management Standard> ra <lnCountry Password Protection
Standard>.

lzlcnonusyercr 6esonacHoe xpaHeHile AnF, cpeAcrB
ayreuruQuxaqvivi, raRL x KaK naponu L't Krlorl14. Yrpaveuuule rnr
cKoMnpoMerupoBaHHbre cpeAcrBa ayreHru$rraqrta noAnexar
He3aMeAnurenu Hofi garM eHe.

lzlcnonusyrcrcr BcrpoeHHbre MexaHu3Mbr OC u nprrnagHoro IO.

Ha yposre nnarSoprvrur Br/pryanh3aqilfi - BbrnonHlercc OOO
< F u,qexc.O6raxo>.

t/Ao.5 3aulrra o6parnori cBF3t4 npu BBoAe
ayreurr$ rra qroHHoli un$opuaqur

B tzlCl-1lr Kounanru ocyu-lecrBnflerce MacKupoBaHile AaHHbtx
ayrerru$uraqrr npta ux BBoAe.

Tlcnorusyrcrcn BcrpoeHHbre MexaHu3Mbr OC ra npuxna4toro llO.

Ha ypoere nnar$oplur Byrpryanr3aqru - BbtnonHFercs OOO
< fl r4exc.O6raro>.

r/Ao.6 Tl4enru$uraqur u ayrerruQ tnKaqvu
nonugoearenefi, He flBnrrcu..1,1xcs
pa6oruuraur oneparopa (eneulrrx
nonusoeareneri)

lz'l 4e rru$ raxaqrr r ayre urr$ uKaqve BHe ut H hx non s go aarere ri e
l4Cl-1!r ocyulecrBnFercfl no nape rorrr/naponu.
O cyulecrernercr n poBepKa n o6n 14 H Hocrr4 np r,r no rvroul r,r M FA.

lzlcnorusyrcrcr BcrpoeHHbre MexaH13rvtbt OC m npurna4Horo FlO.

llAeHT[(p]rKaq]rfl x ayreHrx(prKaqua cyobeKroB AocTyna n oor,eKroB Aocryna (yIAe)



S;:rt,.,,,
Ynpaaneume (saee4euue, aKrilBaLlnq,
6norrposanre il yHr4qroxeHue) yvernurur
3an!4cFt\iil4 nonb3oBarenef , e roNit .lrcne
BHeL!Ht4x nonusoeareneti

flopngox ynpaBneHrfl ygerHbrM 14 3anucr N/rh

nonb 30 Barelrerl ycra Ho Bne H AoKyt\A eHTot\it < I nCo u nt ry
ldentity & Access Management Standard>

BceM noru go sarels M n peAocra Bns ercs Aocryn K

cucreMaM u nHSoprritaqnil Ha ocHoBe 3aflBoK, 14 Aocryn
aHHynrpyerce, KorAa oH 6onurue He HyxeH.

lulcnonusyrcrce BCrpoeHHbre uexasugwsr OC r
npurna4noro [1O.

Ha ypoeue nnarSopuur Br4pryanu3aLirr4 - BblnorHrerct
OOO <fiHAerc.O6naxo>.

Peanusaque xeo6xo4uu urx MeroAoB
(4r,rcrpeqnoHriurri, uan4arHurri, poneaoil unr
ttHoi nlero4), rurnoa (vreHre, 3anrcb,
BbrnonHeHtae unu uuoh rrn) r,r npaeran
pa3rpaH/qeHhr Aocryna

l'lpaeura il MeroAbr pa3rpaHuqeHnr ,qocryna e KoMrnaHtar4

ycraHoBfleHbr AoKyMeHroM <lnCountry ldentity & Access
Management Standard>.

B Korr,r na u lr lr ricnon b3yercr pa3rpaH r4qeH rle Aocryna Ha
ocroee ponerT.

h cn onusyorcq BcrpoeH H br e ftit exa H ilgl\r ur OC r,l

nprrna4roro 11O.

Ha ypoere nrarSopuur Br4pryanu3aLluu - BbtnoflHFercF
OOO <flrAexc.O6raro>.

YnpaaneHne (Q unurpaqrn, Maprupyril3aqufl ,

KoHrponb coe4uxenmfi , oAHoHanpaBneHHafl
nepeAaqa h hHbre cnoco6ur ynpaanenraa)
nH$opruaqroH HbtM!4 noroKaMfi MexAy
ycrporicrea nlt n, cerMeHraM 14 uHSopnaa qroH Ho ri
chcreMbr, a ra Kxe naexgy urxQopM aLlr4o H H bt M 14

c[cTeMaMh

B Kounaruu ucnonb3yrorce cpeAcrBa MexcereBoro
sKpaHupoBaHile.

a3AeneHile nonHoMoqHfi (poner,r)

norb3oBarenefr , a4uuHucrparopoB rl fl ,l_1,

o6ecne.r ilearcu1rax SynrqraoHLtpoBaH ile
ruSopuaqrouuoi cucrevur

locryn r tz1Ct1flr ocyulecrBnrerc, B coorBercrBile c
AoKyMeHror\ir <lnCountry ldentity & Access Management
Standard>

lzlcnonssyorcq BcrpoeHHbre NilexaHusNit ur OC r/

npuxnaguoro [1O.

Ha ypoaHe nrarQoprvur Bupryanta3aL{rlr4 - Bblnor]HFercF
OOO <flr4exc,O6raxo>.

Hasxa,lenue Mr4HhManbHo xeo6xogunaurx npae u
npuaunernil nonb3oBarerl M,

aAM taHr,4crparopaM r nilLla N4, o6ecnev uearculuu
Synxqrouuposaxue uuSopuaquoHuori
cHcTeMbt

B cooreercreilu c.qoKyMeHrona <lnCountry ldentity &
Access Management Standard > nofi b3oBarerto
Ha3HaLrarcTcF npaBa, M rHilM anu Ho neo6xoA 14Mbte AnF
Bbr nolHeH 14F AonxHocrHbtx o6gsaHHocreti,

[4cnonsayorcr BcrpoeHHbte nltexaHravsr OC u
npurna4uoro [1O.

Ha ypoare nnarQopwsr Bilpryanr3aLlr114 - BbrnorHqercfl
OOO <flr4exc.O6naro>,

uHQoprrlaqnoHHyto cr/creMy (4ocryna x
r xSoprvraqmox xofi cracreue)

rqeHhe HeycneuHbtx nonbtToK BxoAa B

BXoAa B t/Cl-llH ycraHoBneHo AoKyMeHroM <lnCountry
ldentity & Access Management Standard>.

Snoxupoara yqerHbtx eanrcei nonusoeareneti
ocyu.lecrBllqercn nocre 5 leycneunurx nonbtroK BXoAa B

ru$opvaquorHyro crcreMy.

lzlcnonusyrcrcq BcrpoeHHbre MexaHuerMsr OC llt

npurra4uoro liO.

Ha ypoaHe nnar$oprvur Bu4pryaflil3aLlril - BbtnoflHflercfi
OOO <flx4exc.O6naxo>.

'pe6osaure no orpaHhqeHilto HeycneluHbtx nonbtroK

ynpaBneHlre AocrynoM cy6reKroB Aocryna x o6uerrau Aocryna UnE)

vnA.2

ynA.3

vnE.4

vnA.5

vnE.6



S;:fi,.*,
yn! 10 SnorupoeaHue ceaHca Aocryna B

r,rH$opuaqron Hyrc cucreM y nocne
ycraHoBneHHoro BpeMeHfi 6ea4eracrerr
(rearrrsnocrr) nonuaoaarerfl unu no ero
3anpocy

Tpe6oaarue no 6norupoeaHuo ceaHCa Aocryna a t/Cfl!H
ycraHoBfleHo AoKyMeHroM <lnCountry ldentity & Access
Management Standard>.

Ceaucut nonb3oBarenn orpaHI4LleHbt no BpeMeHil ta

npeKpaqarcTcg nocfle ycraHoBfleHHoro BpeMeHLl
6esgericreun unu no 3anpocy nollb3oBarenl.

[4cnonusyrcrce BcrpoeHHbre uexaunsuut OC vt

nprarnagroro [1O.

Ha ypoeue nnar$opuur Br4pryann3aqilu - BbrnonHrerct
OOO <Fr4erc.OOraro>.

vnA.11 Paopeuenue (eanper) gefi cranfi
nonb3oBarenefi , paopeuleHuurx 4o
u4exruQ ura qu u r ayre urra$ ntaqtfl/t

Bce 4eficreun norb3oBarerq B KopnoparuBHbrx cr4creMax
rpe6yor npeABa p uren b ro rZ ayre Hrn$ vttaqt/tA
nonb30BaTeIt9,

Ha ypoar-re nnarQoprvsr Bilpryanil3aLluu - BbrnoflHrerct
OOO <flr4exc.O6naxo>.

ynA.13 Peanil3aL{h9 3aLqnuleHHoro yAaneHHoro
Aocryna cy6uerroe Aocryna x o6uerraur
Aocryna qepe3 BHeuHue nn$opuaquouno-
TeneKoMMyH14KaLlt4oHHbte ceTLl

V4aneuxutfi Aocryn nonb3oBarenefi r tr4Cl-1,[x

ocyrJ.lecTBnfleTcq c ilcnonbSoBaHueM cpeAsrBa 3aqmTbr
us$opruaquu npil nepeAaqe no KaHanaM cBe3r.

vnE.14 Pernarraetraqilfl ,1 KoHTponb ilcnonb3oBaHuq B

uuSoprr,raquot tori cmcrerue rexHonoruri
6ecnposo4noro Aocryna

lul cnonusoaaHue 6ecnpoao4roro ycrpofi craa
KO HTpOr t4pyercF r/ peryn up yercr Ta KHM 14 Ao KyM e HTaN/t t4,

rar <lnCountry Corporate Device Security Standard> u
<Acceptable Use Policy>.

ynA.15 Pernaverraqun u KoHTponb ucnonb3oBaHh, B

rx$oprvaquou uotZ cmcrerrlte rrlt o6unuuurx
TEXHUL]CCKUX CPCACTB

l4cnonugoea Hile u o6un u uurx ycrpo fi cre KoHrponrpyercr 14

perynupyercfl TaKuM14 AoKyMeHTaMu, rar <lnCountry
Corporate Device Security Standard> ra <BYOD Policy>.

vnA.16 Ynpaenerue esaNu ogericrererrlt c
uu$optr,taqrot HbtM 14 cr4creMaM u cropoHH r4x

opranusaquri (eleLuHrae rau$opuaqNollure
cucrerusr)

Perynrpyercn esauuo4eficreue norsgoearenefi c
r r$opv aquorHbr M r cr4creM aM r BHeut Hl4x opralusa qufr .

Tonuro o4o6perrure BHe[uHue cficreMbr rvoryr
hcnonb3oBarbcn 4rn o6pa6 orrtn vntA xpaHeH rt
Heny6nuvrsrx KopnoparilBHbr x AaHHbtx.

!oroaop c OOO <Fr4erc.O6naxo>.

YnA.17 OOecneqeH/e 4oeepenuorZ 3atpy3K11 cpeAcrB
Bbl.l4crl rrefl b Hoi texxuru

Ha ypoaxe $usuvecxoro o6opygoaaxun nnar$opusr
Brpryanh3aquil - BbrnoflHf,ercs OOO <ff n4erc.O6naro>

onc 2 Vnpaanenre ycra Hoexofi (rancrann: qraeri)
KoNit noHeHToB nporpaMMHoro o6ecneqeHrq, g

TOM r-it4ore onpeAeneHue KoMnoHeHToB,
noArexaulux ycra HoBKe, racrpoira
napaMeTpoB ycTaHoBKr4 KOMnOHeHTOB, KOHTponb
sa ycrauoaxori KoMr noHeHToB nporpaNl IMHoro
o6ecne\reHuR

Bbr nonHFercr coTnacoBaHre cocraBa ycraHaBfl ,tBaeM blx
naKeroB npr o6uoaneHrr IO. B panltxax penu3a
HeBO3MOXHO yCTaHOBhTb BepChtO naKeTa, KpOMe

co rnaco aa HHo i.

Ha ypoane nnarQopvur Bupryanr3aLlrlt4 - BbtnonHqercs
OOO <Fu4erc.O6naro>.

onc 3 VcraHoaxa (uucrannequn) ronuro
pa3peuJeHHoro K ilcnor]b3oBaHnlo
nporpaMMHoro oOecneqenrr n (unu) ero
KOM NOHEHTOB

3Ht4.1 Yqer uaurur-rttbtx Hocrrenei nepcoHanbHblx
AaHHbrx

Ha ypoene nnarQopvsr Bt4pryanu3aLlutl - BbtnonHrerct
OOO <Fuperc.O6naxo>.

3HIA,2 Ynpaanenue AosrynoM K Ma[uuHHbtM
HOCUTerlfl M nepCOHanbHbtx AaHHbtx

Ha ypoeue nnar$opnilur Br4pryanu3aquil - BbtnonHrercn
OOO <Fn4erc.O6naxo>.

OrpaHlrqeHr,re nporpaMMHon cpegsr (OnC)

3aqura MaurHHbrx xocurenei nepcoHanbHbtx gaxxurx (3HH)



Ssirn,*,
3Ht/.8 Vsuqtoxenue (crrpaHue) unu o6egnilqueaxue

nepcoHanbHbrx AaHHbtx Ha MauuHHbtx
HOCUTefi9X nph UX nepeAaqe MexAy
nofl b3oBaTen9M rl, B cTopoHHVe optaHtfiaqvt/t
AAfl peMOHTa VnVyrL/,n|/,3a[t4u, a TaKXe
KoHTponb yHhr{ToxeHfifl (xupauua) unn
o6esnil.{ ugaHrs

Ha ypoeue nnar$opusr Br4pryanrcaqilu - BbrnonHeerc,
OOO <fluAexc.O6naxo>.

PC6.1 O npe4eneuue co6urrrri 6eeonacnocrr,
noAaexau.I4x perucrpal{uH, 14 cpoKoB ,lx
xpaHeH rt

I IepeqeHb coobrr!4!4 oe3onacHocl4, noAnexau.lux
perilcrpaLlhr4 e tzlClllu, a raKxe cpoKr4 xpaHeHuF
xyp HanoB ay AVr a co6urrurrl ycra Ho BJre H br Ao KyM e HToM
(Logging and Monitoring Standard>.

BeAerre xypHana co6srrlri 6eaonacuocru HacrpoeHo AnF
Bcex cucreM a pa6overi cpe4e.

Zabbix, Threat Stack, ElaslAlert reHep/pyror onoBeuleHufl
no uHl1ilAeHrar\4 ,1 HanpaBnrtor r4x B Opsgenie -
nnarSoprrrry ynpaBneH ue r/HqhAeHra M r.

Ha ypoaHe nnar$opnaur Bupryanr3aLl/Lr - BbrnorHnercfl
OOO <FuAexc.O6naro>.

PC6.2 Onpe4eneHue cocraBa il coAepxaHr4n
ux$opuaquu o co6urrusx 6eoonacHocru,
noAnexau.l14x perucrpaLlil il

,{orynlteuronr ( Logging and Mon itoring Standard >
onpeAeneH cocraB ruSopuaqrr o perrcrpr4pyeMbrx
co6urrrrx 6egonacuocru e tz1Cl1,[u.

Bce xypnanur co6urrrri 6egonacuocrr coAepxar raKyrc
uHSoprvraqrro, KaK BpeMe, r4euru$rrarop norb3oBarern
u onucaHre co6urrur.

Ha ypoeue nnarQopraur Br/pryanh3aLlilrl - BbtnonHrercfl
OOO <FuAerc.O6naro>.

PCE 3 C6op, sanracu u xpaHeHue uu$oprvraqrara o
co6uttrrx 6egonacnocru B TeqeHue
ycTaHoBneHHoro BpeMeHr4 xpaHeHfifl

Tpe6oeaurr no c6opy r/ xpaHeHilrc rar-r$oprvraqrara o
co6sr ruc x r,r lr$ op ua qrouHo il 6eso na cHocla e [z1C [1!n
ycraHoBneHbr AoKyr\A eHrorM <Deletion and Retention
Policy>

C6op n xpaHeHr4e ru$oprvaqrara o co6urruRx
u r$oprrr aqro H Ho i 6eso n a cHocl4 ocyu.lecrBrqercn Ha
ypoBHe OC, nnO, CYE! r C3tz1.

Zabbix, Threat Stack, ElastAlert reHep/pyror onoBeuteHilfl
no ilHr-luAeHraNr ta HanpaBnFor r/x B Opsgenie -
nnarSopuy ynpaBneH uF r4HLlr/AeHra rvt 14.

Ha yposue nnar$oprvur Bupryanrl3aLltat4 - BbtnonHflerce
OOO <f u4erc.O6naro>.

PC6 5 Moxuroprur (npocvorp, atanue) pe3ynbraroB
perucrpaLlrlrl co6urruri 6egonacHocrr r
pearfipoBaHre Ha Hux

flpurr,reurercr SlEM.

Ha ypoeue nnarSopnitur Br4pryanil3aqrLl - BbtnonHflercfl
OOO <flu4erc.O6naxo>.

PCE T 3aqura rHSopnitaqr,rra o co6urrurx
6esonacHocll

Bce co6urrus 6egonaclocrr 3atqtauleHbt or
Heca H KL1,1oH r,1po Ba H Ho ro Aocryn a u u o4uS uxaquu.

Ha ypoere nnar$opnltsr Br4pryanh3aLlrlt4 - BbtnonHflercg
OOO <f u4erc.O6naxo>.

A83.1 Peanusaqun arruampycr.ro ft 3au.lr4Tbt 7l cnonusyercn arruaupycloe 11O.

Ha ypoane nnar$opwur Br4pryanu3aLlr4h - BbtnoflHFercF
OOO <flr4exc O6naro>.

AB3.2 O6HoeneHr4e 6asur 4auuurx nphsHaKoB
BpeAoHocHbrx KoMnbrcrepHbtx nporpaMM
(eupycoa)

14 cnonusyercs a HTuB14pycHoe [1 O. Anrrae rapyct ure 6aour
peryrepHo o6rioenqrcrcq.

Ha ypoeue nnar$oprraur Brlpryanu3aqnu - BbtnoflHflerc,
OOO <flr4erc.O6naro>.

Perncrpaqun co6brrui 6egonacxocru (PCE)

AHTr,rBr,rpycHan 3alllxra (AB3)

o



S!::l,.',
Ha ypoene nnar$opnitur Brpryanv3aq/il - BbtnorHqercq
OOO <.flugexc.O6naxo>.

ynseuuocreft.

Ha ypoaue nnar$oplur Br/pryanh3aqur - BbrnoflHlercq
OOO <f uAerc.O6naxo>,

uuSopruaquoHHofi crcreuur I oneparuBHoe
ycTpaHeHrle BHoBb BbtFBnennurx yRaemruocteft

nporpaMMHoro o6ecneqeHua, BKnloqafl
o6HogneHile nporpaMMHoro o6ecneqeHuR
cpeAcrB 3aulurbr unQ opnaarlrara

Korrponu ycraHoBKr4 o6Hoeneuri nprrna4uoro 11O,

cilcreNlHoro llO tr C3l4 e KoMrnaHril ocyulecrBnflercF B

coorBercrBr4u c AoKyMeHroM <InCountry Change
Management Standard>,

Ocyulecrennercq perynq pHoe cKa HhpoBaH ue
ynsernlt ocrerT.

Bce ugueHeuuF B npota3BoAcrBeHHbrx crcreMax npoxoAnT
uepes $opuanuuuri npoqecc ynpaBneHuF ut3MeHeHuqMu,
roropsrrT BKnoqaer npoBepry ,1 noBropHoe recrrlpoBaHue.

Ha ypoaHe nnar$opvur Br/pryanr3aLl/14 - BbrnorHFercF
OOO <flr4exc O6naxo>.

uacrporiru u npaBrlnbHocru SyurqrourpoBaHut
nporpaMMHoro o6ecneqeHuq il cpeAcrB 3aulurbl
rH$opruaquu

Korrpons pa6orocnoco6Hocrr/, napaMerpoe Hacrpofixn n

n pa B !,1nb HocTr/ $yuxquo r r,rpo BaH ilF n porpa M M HoTo

o6ecneqenus u cpeAcrB 3aulfirbt raH$opnaaqnn
ocyt.qecTBnHeTcH B cooTBeTcTB 14 !4 c AoKytvt e HTo M

<lnCountry Change Management Standard>.

Ha ypoaue nrarSopnur Bupryanr3aquu - BbtnoflHnercfl
OOO <flu4erc,O6naro>.

Konrponu cocraBa rexHuqecKux cpe,qcrB,
nporpaMMHoro o6ecneqeruq h cpeAcrB 3aulrlrbt
ru$oprvaqnu

Kourponu cocraBa rexHilqecKux cpeAcrB, nporpaMMHoro
o6ecneqe H ilq il cpeAcrB 3aul rrbt ra n$opna a qrara

ocyu.lecTBnqeTcfl B cooTBeTCTBrlr'1 c AoKyt\ir e HTo M

< lnCountry Change Management Standard>.

B nporeeo4crBeHHbrx cr4creMax ycra HaBn taBaercl Tonb Ko

ogo6peHHoe nporpaMMHoe o6ecneqeHue.

Ha ypoere nnarSoprritur Bt4pryanu3aquu - BbtnonHrercff
OOO <f n4exc.O6naro>,

npaBun reHepaLlilr4 t4 cMeHbt
nonb3oBarenef , 3aBeAeHrr n y AaneHvlt
yqerH br x ganueil non b3o Barefl e il, peanueatluu
npaBiln pa3rpaHuqeHhF Aocryna, nonnonaoqufi
nofl bgoBarerefi e mnSoprraaquonnofi cr4creMe

11 poao4urcn nepiloAuqecKLlfi ay gur lA6.

Ha ypoere nrarQopwur Br4pryanu3aLlrlr4 - BbtnoflHrercl
OOO <flrAexc.O6raro>.

Kourponu qenocrHocrr4 nporpaM M Horo
o6ecne.ieHhq, BKnpqa, nporpaMMHoe
o6ecneqeHile cpeAcrB 3au.lr4Tbt hHQopMaquru

l'lpuveurorcr cpeAcrBa KoHTponq LlenocrHocrr Ha
Bupryanb Hbrx cepBepax llnar$opwr ur.

Ha ypoaHe nnar$opusr BrpryanN3aqrfi - BbtnoflHeercq
OOO <f uAerc.O6naxo>

O6uapyxenne 14 pearhpoBaHile Ha nocrynneHhe
e uuQopuaquoHHyro chcreMy
He3anpauJilBaeMbtx oneKrpou Hurx coo6qeHuri
(nucenlt, gorynaeHroe) ra ranori rar.r$opMaLlilr4, He
orHocrrJ.l4xcfl r QynxquouupoBaHuto
unSopnaaquonnoft cmcreusr (saqrara or cnaua)

He npurraenuuo, TaK KaK B cocraB finar$oprvrur He Bxogrrr

Syurqraonan no o6rueuy erexrporrori no,lroti.

O6xapyxexue eropxexui (COB)

COB 1 OOnapyxeHue eropxenrri I lpfiMeHFeTCfl 11lU5 lnreat litacK.

COB.2 uoHOBneHile oa3br peulapu-lrx npaBun

KoHrponb (aHanu3) 3aqr,ruleHHocrx nepcoHanbHbrx AaHHbrx (AH3)

4H3.1

AH3,2

4H3.3

AH3.4

4H3.5

OoecneqeHue qenocrHocrl,r [HoopMaqxonxor cncreubl ]r nepcoHarbHblx gaxHurx (OLlfl)

oun.1

oqa.4



S!rrt,,,,
oAT 3 Konrpons 6esorrasroro Qyrxquoxrpoaar un

rexH rqecKrlx cpeAcrB, o6uapyNeure r
roKanu3aLlufl orKa3oB $yurquourpoeaurn,
npuHsTue Mep no BoccTaHoBneHurc oTKa3aBLJJt4X

cpeAcTB N r4x recTLlpoBaHre

Ocyqecrern ercn a BToM arils upoaa u r ur ri M oHl4Top il H r
pa6orocnoco6uocru llnarSopurur.

Burnonusercq pe3epBHoe KonupoBaHue, npu
Heo6xo4 uu ocrrl Aa H Hbt e Boccra Ha Bn t,4 Ba orcn rl3
pesepeHurx ronrfr.

Ha ypoeue nnarQoplur Br4pryanrl3aLlrr - BbtnorHrercl
OOO <Fu,qexc.O6naro>.

oAT.4 [leptao4uvecxoe pe3epBHoe KonrpoBaHue
nepcoHanbHbrx AaHHbtx Ha pe3epBHbte
MauJuHHbre HoctlTefl u nepcoHanb Hbtx AaHHbt x

OAT OOeCnei{eHfie Bo3MoXHoCTkl BoCCTa HoBneHt,,If
nepcoHanbHbtx AaHHbtx c pe3epBHbtx MauJLlHHbtx
nocurenerT nepcoHalbHbt x AaH Hbtx ( pesepstsrx
ronni) e reqeH!,re ycraHoBneHHoro BpeNleHHoro
rHrepBana

3CB 1 [4genruS rraqrr n ayrerruQ vlaqt/$ cy6rerroe
Aocryna ta o6rexroe Aocryna s erpryansuori
rrQpacrpyrrype, B roM LrLrcre

aANiil4Hr/CTpaTOpOB ynpaBne Hu9 cpeAcTBaMil
B'4pryanu3aLlut4

Bce corpy.4uuKr/, t,lMerculile Aocryn K AaHHbrM KrileHToB
(axnrcvan aAM uHrlcrparopoe), npoxo4nr npoBepKy
noAnuHHocrr/ c nouor.quro MFA.

Ha ypoare nrarSopwur Br4pryaflil3aqurl - BbtnorHlerct
OOO <fln4exc.O6naxo>.

3CB 2 Ynpaanerre AocrynoM cy6uexroa Aocryna K

o6uerrau Aocryna B BrlpryanbHofi
nHSpacrpyxrype, B roM rlficne BHyrpt4
BUpTyanbHbrx rvlaLLtt4H

BceM nonsgosarenrM npe,qocraBnsercr Aocryn K

cucreMaM r rH$opnaaquh no l/repe neo6xo4ruocrr, r
Aocryn orNreHFercF, KorAa B neu Oonuue rer
ueo6xo4uruocru.

Ha ypoaue nnarSopvsr Bnpryanv3aqvr4 - BbrnorHlercfl
OOO <fiuAerc.O6naxo>.

3C8.3 Perncrpaqun co6ulrufi 6eoonacHocrr e
aupryanu uori uuSpacrpyrrype

Begeure xypHana co6urrufi 6esonacuocrur HacrpoeHo Aflfl
Bcex crcreM B npou3BoAcreeuuori cpe4e.

Ha ypoare nrarSopwur Br4pryafiu3aLlur4 - BbrnorHrerct
OOO <flr4erc O6naxo>.

3CB.6 YnpaaneHue nepeM euleHr4eM B14pryanb Hblx
MaLUUH (rorrefruepoe) u oOpa6aruraaeMbtx Ha

H'1X AAHHbIX

Ha ypoare nrar$oprvur Bilpryanr3aLlur/ - BbtnorHcerct
OOO <FrAexc.O6naro>,

3C8.7 Koxrponu qenocrHocl4 eupryanuuoft
uu$pacrpyrrypbr il ee rouSnrypaqurft

Ha ypoere nnarSopvur Br4pryanr3aqrr - BbrnorHrerct
OOO <fr4erc O6naxo>.

3CB 8 Pesepenoe KonupoBaHre AaHHbtx,
pe3epBilpoBaHue TexHilqecKilx cpeAcTB,
nporpaMMHoro o6ecneqenus anpryanuHori
mHSpaopyrrypbt, a raKxe KaHafloB cBr3r/
BHyrp14 eupryanuHori rn$pacrpyrrypur

Ha ypoaue nnar$oplur Br/pryanr3aLlurl - BbtnonHrercfl
OOO <f uAerc.O6naxo>.

3C8.9 Peanusaqun u ynpaBneHtae aurmeupycHofi
saqurofi B Br4pryanbHoi unQpacrpyrrype

AnF npot/l3BoAcrBeHHbrx cr4creM peanu3oBaHa
aHTrBhpycHar sau.luTa.

Ha ypoeue nnarSopusr Br4pryanu3aquu - BbrnorHrerce
OOO <finger<c.O6raro>.

3CB.'10 Paa6neuue erapryanu noft ranSpacrpyrrypur na
cerMeHTbl (cernaenrupoaanne eupryansnofi
uHQpacrpyrrypu) gnn o6pa6orru
nepcoHanbHblx AaHHbtx oTAenbHbtM
nonb3oBareneu u (unu) rpynnofi
nonugoearenefi

y KaXAoro KnueHTa ecrb BbrAereHHoe orAenbHoe
npocrpaHcrBo Ane xpaHeHufl ero AaHHbrx (ranpunitep,
orAenuHurrZ cepBep unr sxsevnrnp 6!).

Ha ypoene nnarSopwsr Br4pryaru3aLp/t4 - BbtnoriHlercl
OOO <fir4exc.O6naxo>.

OOecneqeHre AocrynHocru nepcoHanbHbrx AaHHblx (OgT)

3aqrra cpeAbr Bxpryanm3aqun (3CB)



S[3rt,*,
Kourponu h ynpaBneHile Qnsuvecruu AocrynoM
K TeXH UqeCKUM CpeACTBaM, CpeACTBaM 3au.l t4Tbt

nuSopuaquu, cpeAcrBaM o6ecneqeuun
QyrrqroHrpoBaHVn, a rarxe B noMeuleHilq il
coopy)KeHur, B KoTopbrx oHr4 ycTaHoBneHbt,
ilcKntoqatou.l4e HecaHKLlrloH14poAannur fi
$uemvecrufi Aocryn K cpeAcrBaM o6pa6orrra
uxSoprrllaqrara, cpeAcrBaM 3a[qurbt ranQoprraaqrara
il cpeAcrBaM o6ecnegeHuc Qyuxquounpoaanran
ru$opuaquoHHori cucreuur, B noMeu.leHilF 14

coopyxeHHe, B KoTopbtx oHt4 ycraHoBneHbt

BurnonHcercn OOO <ff sAerc.O6naro>.

a3Meu.leHile ycrpo r4cTB Bbt BoAa
(oro6paxeuun) unQopuaqnu, ilcKntoqatotr1ee ee
HecaHKLl4oHr4poeaH Hur il npocMorp

BurnonHaercq OOO <fl HAexc.O6naxo>.

hra or BHeuHrx eos4eicrauri
(aos4eficrerafi orpyxaror4erl cpe4bt,
necta6yrnunocru enerrpocna6xeHuF,
KOHAr4qr4O Hr4pOBaHU9 t4 14HbtX BHeUJ Hr4X

Saxropoe)

Ha ypoeue nnar$oprraur Brlpryanu3aqilu - BbrnonHeerct
OOO <f uAexc.O6naro>.

Paageneuue e ran$opruaqraoHHori cucrenlte

Qynxqufi no ynpaBneHurc
(aAu uHrcrprpoaauurc) uHSopnrraqraoHHofi
crcreruofi , ynpa BneH uto (a4u uH urcrp rapo eauurc )
cncreruoft 3au.14Tbr nep@HanbHbtx AaHHbtx,
Syurqmft no o6pa6orre nepcoHanbHbtx AaHHbtx
14 r4Hbrx $ynrqufi uHQoprvraqraoHHo I cucrena ur

fl onu goearen!4 ue o6na4a or aAM LrH 14crparilBHbr M 14

npuBunerilr Mr4 B paMKax llnar$opnitur.

Ha ypoaue nnar$opnlsr Brpryanh3aLlrr - BbtnolHnerce
OOO <FHgerc.O6naro>.

O6ecneqenue 3aqrrbt nepcoHanbHbtx AaHHbtx
oT pacKpbrTr4f,, nrro4uQuraquil il HaBF3btBaHUF
(eeo4a noxuor7 uuQopnaaqr,rr,r) npr ee nepeAaqe
(no4roroere r nepe4ave) no KaHaflaM cBfl3r4,
uMepu.14M BbrxoA 3a npeAenbt ronrponupyeuofi
3oHbr, B ToM r{ilcne OecnpoeogturM KaHaraM
cBF3t4

V4aneuuuril Aocryn norb3oBarenen r tulCtllr
ocyulecTBflreTcq c ucnotb3oBaHreM cpeAcTBa 3aulilTbt
uu$opruaqrara npu nepeAa\.re no KaHanaM censr. [1pr,r

nepeAaLre ur$opwaquu no BHeuJHr,tM (aHanaNt oHa
3aL!HU.leHa OT pacKpbrTr4F r,4 He nepeAaeTcr B oTKpbtToM
BilAE.

Ha ypoare nnarSopuur Bt4pryanu3aLlllr4 - BbtnoflHFercF
OOO <FHAexc.O6raro>.

coe4rueHufi (ceaucoe esauuo4eficrern), e rorvr
qt4cne Aflfl 3au.I4Tbt oT noAMeHbt e€TeBblx
ycrpoilcre n cepBr4coB

YAaneH H ur ri Aocryn non b 3oBarenera r lzlC [-l,[r
ocyLLlecTBnfleTc9 c 4cnonb3oBaHueM cpeAcTBa 3aulrTbt
uu$opnaaquu npn nepeAaqe no KaHalaM carar. [1pr
nepeAaqe rH$oprraaqrr no BHe[uHr4M KaHanaM oHa
3au..lhuleHa oT pacKpbrTr,lF r,4 He nepeAaeTc9 B oTKpbtToM
BuAe.

Ha ypoeue nnar$opurur Brpryanu3aquh - BbtnonHflercfl
OOO <flHgerc.O6naro>.

3au{ura apxuBHbtx Qafinoe, napaMerpoB
HacrporZKu cpeAcrB 3au.14Tbt rHQopuaquu ra

nporpaMMHoro o6ecne.teHtan 14 14Hbtx AaHHbtx,
He noAnexau.lt4x h3MeHeHmlo B npoqecce
o6pa6orrr nepcoHanbHbtx AaHHbtx

[1 pa ea noru so eareneri ['l lar$ opnll ur orpaH ilL] e Hbt.

[lpruernrcrcn cpeAcrBa KoHTponr LlenocrHocril Ha
BrpryanbHbrx cepBepax flnarQoplrur.

Ha ypoeHe nnarSoplur Blpryattvaawh - BbtnonHrerc,
OOO <Fugexc.O6naro>.

Pas6uerue nn$opuaquonnofi cncreuur na
ce rM eHrbr (cerue nruposa uue ur.r$opru aqmonuofi
clrcreuur ) r/ o6ecnerleHile 3au.lhrbt nepr4M erpoB
cerMeHToB nH$opuaquoHHoti crcrerra ut

Ocyulecranr ercF cerMe HTrpo BaH ile ra $ ran srpa qran

rpa$Srra BHyrp14 ceru.

Ha yposue nnar$oplur Br,4pryanu3aLl/t4 - BbtnonHnercfl
OOO <f uAexc.O6naxo>

3aqura 6ecnpoeo4uurx coegrueHrri,
npuMeHFeMbrx e unSopuaquonuori cucreue

lzl cnonuso gaHue 6ecnpoeo4noro ycrporicrea
KoHrponilpyercfl ,l perynilpyercr AoKyMeHrov <lnCountry
Corporate Device Security Standard >.

3aqnra rexHt,t'{ecxrx cpegcre (3TC)

3TC.3

3TC 4

3rc.5

Saqxra uH(popMaqloHHol,l cl4cTeMbt, ee CpeAcTB, CICTeM CBf3t4 x nepeAaqu ggHHurx (3hC)

311C.1

3t4C 3

3ttc.11

314C.15

3t4C.17

3nc.20



Sfirt,*,
Onpegererue null, orBercrBeHHbtx 3a
BbrflBreHhe ilHLluAeHToB fi pearupoBaHile Ha
H I4X

VnpaaneHre rHqilAeHraMr [216 ocyulecrelflercr B

coorBercrB!4!4 c AoKyMeHraNrr: <Data Breach Notification
Policy>, <Security lncident Classification Matrix>, <Security
lncident Communication Plan>, <Security lncident
Response Plan>.

Ha ypoaue nnarSoprvur Bupryanr3aqurl - BbtnonHrerct
OOO <flr,qexc.O6raro>.

06napyxenrae, u4e Hrr$ nraLlltn il perrcrpaLlutf,

BoeBpeMeHHoe uHQopruupoBaH ile fl uLl,
oTBeTCTBeHHbtX 3a BblffBneHile ilHLluAeHToB t4

pearupoBaHile Ha Hux, o Bo3HI4KHOBeHUU

14HLlilAe HroB e un$opuaqnoHHokl cncreMe
nofl b3oBaTenFM rl u aAMhHylclpaTopaM I
Aranra !4Hl1/AeHToB, B ToM Llucne onpeAeneHue
t4cToLlH t4KOB r nphLlt4H BO3HUKHOBe H ht
,1Hl-l/AeHTOB, a TaKXe OqeHKa UX nOCne4CraUri

Mep no ycrpaHeHhrc nocnegcreuri

[lnarupoeauue u npnHflrue Mep no
npeAoTBpauleHrirc noBTopHoro B03Hr/KHoBeH ilt
,1H r_.lilAe HTO B

OnpegeneHue n,4Ll, Koropbl\r pa3peueHbt
4erTcrerr no BHeceHrto rgNiteHeHnri e
xo u$ r rypa qra ic rat So pu aqr,ro n ro ri cucre u sr n
cilcTeMbr 3au.lt4Tbt nepcoHanb Hbtx AaH Hbtx

Onpe4eneHue nr1ll, KoropbtM pa3pelxeHbt 4ericreun no
BHeceHfito ugueueHril e xou$nrypaqurc uHSopvaquouuoi
chcTeMbr 14 cr4cTeMbr 3aul!,lTbt nepcoHanbHbtx AaHHbtx,
ocyulecTBnFeTcF B cooTBeTCTB t4Lt C AO KyM e HTOM

< lnCountry Change Management Standard>,

Tonuxo Operations Team uueer npaBo BHocr/rb
/3MeHeHU9 B npOrl3BOACTBeHHbte CrCTeMbl.

Ha ypoare nnar$oplur Brpryanr3aqrrl - BbtnoflHeerce
OOO <f r4exc.O6naro>,

Ynpaenenue il3MeHeHhr M11 xox$urrypaqrara
u u$opu aquo H uori cucre rvr ur rl cilcre M bt 3au.1 r4Tbt

nepcoHanbHbtx AaHHbtx

r nS opur aquo n ro ri cucrenl ur u cr/cre M bt 3a ul taTbr

nepcoHar b H br x Aa H Hbr x ocyrl.l ecTBngeTc9 B cooTBeTcTB rl 14

c AoKyMeHroM <lnCountry Change Management
Standard >.

Ha ypoaue nnarSoprusr BtApryantfiaqtlu - BbtnorHrercF
OOO <FuAerc.O6naxo>.

AHanus noreHLluarrbHoro eosgeftcreun
nnaHupyeMbtx ilsMeHeHufi e roH$mrypaquu
u H$opuaquoH Hofi cucre nit ut I cricreM bt 3au]hrbt
nepcoHanbHbrx AaHHbtx Ha o6ecneqeHr4e
34u..[4Tbt nepcoHalbHbtx AaHHbtx il
corflacoBaHue usueHenuri a rou$rrypaqrr
rnQoprrltaquonxofi cucreuur c AonxHocrHbtM
n rqona (pa6ornmxou), orBercrBeHHbt M 3a
o6ecneqeHue 6egonacuoctu nepcoHanbHbtx
AaHHbrx

AHan ns noreHqhanb Horo aosgefi crarr nnaH upyeM btx
hsNireHeHuri e xou$ rrypaquu ra n$opn/la quoulo ri ct4creMbt 14

crlcTeMbr 3aulrlTbl nepcoHanbHbtx AaHHbtx Ha npeAMeT
o6ecneqeHuq 3a[r.1/Tbr nepcoHanbHbtx AaHHbrx u
coTfl acoBaHue ugrvelenuri e rou$uryparlrara
u rQopnit aqro u so rZ cucrerrlt ur c AonxHocrHbt M n r LloM
(pa6orurxonil ), orBercrBeHHur u ga o6ecneqerre
6eaonacuocrr nepcoHanbHbtx AaHHbrx, ocyu.lecrBnfiercn B

coorBercrBt4t4 c AoKyMeHToM < I nCountry Change
Management Standard>.

Ha ypoare nnarQoplur Br4pryanr3aLl/t4 - BbtnonHnercfl
OOO <Fr4erc.O6raxo>.

,{o xyruerrmpo aan rae u uSopnlta qrara (4an H urx)
13MeHeHhrx a roHQurypaquu
ur uSoprvr a qrao H Hofi cucte v ur u ct4cre M bt 3a u-1 t4Tbt

nepcoHar]bHbrx AaHHbtx

!or<yv eHrupoea n ue uuSoprvraqrara (4annulx) o6
u3 M e H e H r r x e ro u S u rypa q ra ra u H $ o p rr,r a q uo s s o ri cr/cre M bt
L'r ct4cTeM br 3aulrlTbt nepcoHarlb Hbtx AaHHbt x
OCyUlecTBnFeTCt B cooTBerCTB t/'1 14 C AO KyM e HTo M
<lnCountry Change Management Standard>,

Ha ypoaue nnar$opnltur Br4pryanr3aquu - BbtnonHFercfl
OOO <F r-r4erc. O6naro>.

'10

Burnanenue xHqxAeHroB t4 pearupoBaHre Ha rnx (l4Hl-l)

14Hq.1

tAHu.2

r/Hr_.1.3

tAHt).4

r4HU 5

14Hr_.1.6

vnpaBneHHe KoHQxrypaql,tel,t l,lH(popMaqlroHHof crCTeMbr t,l ctrcTeMbr 3aquTbt nepcoHanbHbrx gatxurx (YK(D)

yKo.1

vKo.2

vKo.3

vKo 4


